«bezonacHasa Cerp»: Kak 3amuTHTBCS OT MOIIEHHMYeCTBA W TPaBJIHM B
HHTEPHeTE

B wusparensctBe «AnbnunHa I[labmumep» Bbinia kHura «be3onacHas CeTb:
[IpaBwia coxpaHEHHs] PENyTallMd B 3MO0XY COIMAIbHBIX MEAUa U TOTaJIbHOU
nyonuyHocTn». Ee aBrop — mnucarens W mpodeccop OU3HEC-IIKOJIbI IPUK
KyanmaH, u3BecTHbIl cBOMMH paboTaMu O HMU(PPOBOM IKOHOMHKE U COLIMATBHBIX
meaua. The Village myGnukyeT COBEThl U3 KHUTH O TOM, KaK U30€XaTh IpoOJieM B
UHTEpHETE.

7 COBETOB IO 3alIMTE JUYHBIX JAHHBIX

[TomuuTe: Bam cMapThoH yA3BUM. YOEIUTECh, UTO HA BalllUX KOMITBIOTEPAX,
MOOWJIBHBIX yCTPOMCTBAX W TEPEHOCHBIX Ta/pKETaX YCTAHOBJICHBI TOCIICTHUE
porpaMMHBIE cpeficTBa 3amuThl. l[lodamie OOHOBISHWTE STO MPOrpaMMHOE
oOecrieucHue.

He nonb3yiitecs myOnuuasiM Wi-Fi 115 ¢puHaHCOBBIX oneparuil. Eciu Bb
noJyb3yerech MyOauuHbIM Wi-Fi B rOCTMHHUIIE WM pECTOpaHe, HE MPOBOJAUTE
OAHKOBCKHX OIepaluii, onepauuid ¢ akuusIMH WIH JAPYTUX BaKHBIX (DMHAHCOBBIX
TpaH3aKUui. 3aHUMalTeCh UMU B O€30MACHOCTH, JJOMA.

Ocrteperaiitecy 6ecruiatnoro Wi-Fi. [Ipectynnuku, 3aHuMaromuecst Kpaxein
JUYHBIX JaHHBIX, YaCTO Ha3bIBAIOT TOuku Joctyna kK Wi-Fi oduuuanbHpiMu
WMEHAMHU PA3JIUYHBIX MECT, B TOM YHCII€ TOCTUHHII, a9POIIOPTOB WIIM PECTOPAHOB.
Hampumep, Touka noctyna Moxket Ha3biBaThesl «freewifiy wnm «hotelwifi». Ecnu
BBl TIOJIb3yeTeCh STUMH HE3aIHMIINCHHBIMU CETSAMHU, BBl pHCKyeTe. Eciau BbI He
yBepeHbl, kakoi Wi-Fi odummanbHbiii, TpOCTO CIIPOCHUTE CIIYKAIIIETO a’poIopra,
aJIMUHUCTPATOPa TOCTHHUITHI MU OPHUITaHTA.

N36eraiite pummHr-MouieHHUYeCTBa. B ciiydae monydeHus: mo 3JIeKTPOHHON
MOYTE MUCEM OT KOMIAHUM, OaHKOB WM JIPYTrUX OpraHU3alfil HEe IepexXoauTe Mo
cceuikaM. ['opa3zno Oe3zomacHee 3aiTH HANpSMYKO Ha CTPAHULBI 3TUX CAaWTOB U
HAaWTU KOHKPETHOE NPEAJIOKEHUE WIIK BONTPOC. ECIM BBl BCE-TAKU PELINTE NIEPEUTH
1O CCBUIKE, yOeuTeCh, 4TO URL MPaBUJIbHBIN. Hanpumep,
www.bankofamerica.com, anHe bankofamerica.randomsite.com. MoIleHHUKH]
CO3JA0T MOJJENbHBIE CANUTBhl W MOJAJEIbHBIE MEWUJIbI, TPUTBOPSASICH H3BECTHBIMHU
KOMITaHUSIMH. Tak y MOIIEHHUKOB TMOSBIIAETCS BO3MOKHOCTh YKPACTh Balll MAPOJib
U JINYHYI0 UH(OpMALHIO.

He nyOnukyiiTe BakHYIO JMYHYI0 HHQOPMAIMIO B COLHUANBHBIX CETAX.
BoiOupaiite ceKpeTHble KOHTPOJIbHBIE BOMPOCH, HAa KOTOpPbIE HEBO3MOXKHO
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OTBETUTh C TIOMOIIBbIO HH(pOpPMAIIMH, pPa3MEIICHHON Ha Balleil CTpaHHUIC B
Facebook.

Hcnons3yiTe CIOXHBIE NApOiAM I BCEX CBOMX YYETHBIX 3allACEH.
Hcnonp3yiiTe ClI0XKHbIE MapoJid, BKIIOYAIOIMIKE B €05l CUMBOJIBI, IU(PHI U OYKBHI
B BEPXHEM U HWKHEM PETUCTPE, Ul 3aIIUTHI BalllUX JIMYHBIX JaHHBIX. ECiu Bam B
rOJOBY HHMYEro HE NPUXOJIUT, MompoOyiTe Meron MHeMoHukd. Hampumep, «S
poawics B HbIO-HOpKckoi OonpHHIIE Mepcu B 1975 romy» mpeBpamiaercs B
«Sp@n-to6MB1975r». Mcnonb3yiiTe pasHble Mapoju, IMOTOMY YTO BOpaM Jierde
HOJIyYUTh JOCTYI K Ballel JUYHON MH(OpManuy, KOTJa Bbl UCIOJIb3YETE OJUH U
TOT 7K€ MapOJIb U1l CBOUX YYETHBIX 3AIIUCEN.

XpaHuTe MOATBEPKICHHUE 3aKa3a. 3aBEPIIMB MOKYNKH OHJIAWH, Bbl YBUIUTE
CTPAaHHMILy MOJTBEPXKACHHS, Ha KOTOPOH MEpPEUYUCICHbl MO3UIMU Balllero 3akKas3a
U yKazaHa uHQoOpManus O KIUEHTe, MPOAYKT€ W HOMEpP MOATBEPKICHUS.
PacrieyaTaiite SK3eMIUIIp CTPAaHMIBI IOATBEPXKICHUSA, A TaKXKe CTPaHULy C
yKa3aHMEM Ha3BaHUS KOMIIAHMH, €€ IIOYTOBOIO ajpeca, HoMepa TeneoHa U
IOPUINYECKUE YCIIOBHS, BKIIFOYAsl TIOJUTUKY BO3BpaTa. XpaHUTE 3TH PaclIC€yaTKH B
TEYeHHE TapaHTUWHOTO mnepuoja / mepuoja BosBparta. IlpomaBer; Takxke MOXKET
OTIPAaBUTh BaM IO 3JEKTPOHHOW MOYTE COOOIIEHHE C MOATBEPKACHUEM 3aKa3a.
CoxpaHuTte u/wim pacreyaTtaite 3To cooOlLIeHNEe, KaK 00y APYTYIO MEPENUCKy
C KOMIIAHUSMH.

10 coBeTOB 0 TOM, KaK 00€30I1ACUTH ce0sl U CBOIO CeMbI0 B MHTEPHETE
He ny6nukyiite pororpadun Bammx aeTeu ¢ moAnucaHHBIMU UMEHAMMU.
He nyOnukyiiTe qaThl 0The3/71a B OTILYCK U BO3BPAILIEHUS IOMOM.
amumaite cBoit Wi-Fi u ycTanaBnuBaiiTe Ha HEro mapoJib.

He my6nukyiite doTorpaduu, Ha KOTOPHIX BUIHBI HOMEpa Balllel MalllUHBI,
azpec U Apyras JnyHas uHdopmarus.

He nummTe NoaHOCTBIO CBOE UM, apeC WM JIaTy POXKACHHUS B MyOJIMYHBIX
npo¢puisix. YeM MeHbIlIe BBl HAMMILIETE, TEM JIy4Ile.

He nyOnukyiiTe Matepuabl, 13 KOTOPHIX MOHSTEH Balll €KEeTHEBHBIN rpaduk
WJIU IIPUBBIYKU.



[IpakTukyiite Oe3omacHyi0 paOOTy B HMHTEPHETE M HCIOIb3YyWTE TOJIBKO
3anuiieHHble  calfTel. [IpoBepsiiite Hammume «https:/» mnpu  moJib30BaHUU
KPEIUTHOM KapTOM. «S» 03HAYaeT «3allMILECHHBIN (Secure).

OYEHb  BHUMaTeNnpbHO  YHMTAlTEe  TOJIUTUKY  KOH(MUICHIIMAIHHOCTH.
BonbIIMHCTBO CAalTOB MUIITYT, KAK OHM MCIOJIB3YIOT Ballly HH(POPMAITUIO.

HacrauBaiite, yTOoOBI Ballld J€TH MOJB30BAJINCh HUKAaMH, KOT/Ia WIPAIOT Ha
WHTEPAKTUBHBIX WIPOBBIX mpucTaBkax Bpoae Xbox Live, Nintendo u T. 1.
Hcnonp3yite poauTEnbCKUN KOHTPOIIb IS 3aUThl BalllUX JIETEM.

Ob6cyanTte co CBOMMH JEThbMH MOTEHIMATIbHBIE OMACHOCTU MHTEpHeTa. [lycTh
Ball 1Uaor Oy/IeT OTKPBITHIM.

6 coBeTOB TEM, KTO CTaJI KEPTBOM KMOEPTPABJIU
OOpaTtuTech 3a MOMOILIBIO K TEM, KOMY BbI JIOBEpSIETE.

He y,HaHHﬁTC OCKOp6HT€J'II)HBIG COO6IHGHI/ISI. Bbl MokeTe HE 4uTaTh HX, HO
XPaHUTC B KAYCCTBC N0KA3aTCIbLCTBA.

He otBeuaiite Ha OCKOp6JI€HPIH. Bamu oTBeThI Pa33a0pUuBarOT arpeCCopoB U
Aar0T UM 9YBCTBO 3HAYMMOCTH U BIINAHUA.

3a0JIOKUPYHTE OTIIPABUTEIISI OCKOPOUTEIIBHBIX COOOIIEHUM.

CooOmure o mpobieMe BalleMy HWHTEPHET-NPOBAKAEPY, aIMUHUCTpALUU
CalTa U B MOJIULHUIO.

Bbl HE MOXETe KOHTPOJUPOBATh IEHCTBUS TEX, KTO Bac TPAaBUT, HO BHI
MOKET€ KOHTPOJIUPOBATH CBOIO peakiuio. Ecim oHM cMOTYT BBIBECTH Bac U3 ceos,
OHU TTOOETMITH.



